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Dark Web 101

Turn on the nightly news or your favorite TV drama and you’re bound to hear mentions of a 
vast criminal underworld for drugs, sex, guns, and identity theft hidden in plain site - all you 
need is a computer or mobile device to get there - this is the dark web. But what is the dark 
web really?

While well known, fewer than 1% of internet users have visited the dark web and even among 
IT security professionals, only 1 in 7 have ever ventured to a dark web forum or site. This 
lack of direct experience helps explain why there is so much fear and misinformation being 
spread. But it also suggests that many in the security industry are missing out on a crucial 
source of information that could help them better protect their enterprise and better get 
inside the mind of a hacker.

At IntSights, our team has spent years living on the dark web working for government 
intelligence agencies and some of the world’s largest financial institutions to stay one step 
ahead of the enemy. Today, we use this hands-on expertise to help clients around the world 
monitor hacker behavior and detect early warning signs of malicious activity.

In this white paper, we hope to use our knowledge to help break apart fact from fiction 
and provide you with the basics you, as a security professional, will need to begin safely 
leveraging this growing intelligence resource to better protect your organization.

Dark Web 101:  
What Every Security Pro Should Know
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What is the Dark Web?
Most people access the internet through search engines such as Google, Yahoo, or Bing, but these sites only scratch the 
surface of all content on the internet. In fact, the vast majority of online content lives in what is known as the Deep Web, or 
places not directly accessible via traditional search engines. This vast collection of information includes things like corporate 
email accounts, digital paywall services such as the Wall Street Journal or Netflix, cloud hosted storage services such as 
iCloud or Dropbox, and private online forums. Inside the Deep Web lies a subset of content known as the Dark Web - or 
content that has been intentionally concealed and been made inaccessible to anyone using a common web browser such as 
Chrome or Firefox.

While famous for its use by illicit criminals, there is nothing inherently illegal about the dark web, it’s use or those who use 
it. Rather, the dark web simply refers to a way of accessing and hosting web content that provides anonymity. This is done 
through the use of special software such as Tor (The Onion Router) or I2P (Invisible Internet Project) to mask a user’s identity. 
Like any other communications platform, the dark web may be accessed and used for both legitimate purposes, such as 
personal privacy and political free speech, or malicious activity, such as selling drugs, guns, or stolen credit card data.

Some positive areas where the dark web’s anonymity has proven critical to enacting positive change have been in the area of 
human rights and journalism. Organizations such as Amnesty International and Human Rights Watch have used the dark web 
to support the work of human rights and political activists and citizen journalists in countries where internet activity is highly 
monitored or have strong local censorship or network control laws in places like China, Iran and Saudi Arabia.
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By using the dark web, the world has been able to learn more about what is 
going on in these areas and gain new personal perspectives on world events. 
Even Facebook has gotten in on the dark web, creating a version of their 
site accessible via the Tor network, to let individuals living in areas where 
Facebook is blocked gain access to the social network.

Any website whose content was intentionally hidden is part of the “dark 
web”, but unlike the public or surface web which is highly interconnected and 
accessible, the dark web is highly fragmented and may require a number of 
different technologies to access different sites. Due to this fact, it is perhaps 
more accurate to think of the dark web as looking less like a web and more 
like a series of dark silos, each full of immense amounts of information and 
activity but in most cases separate from each other.

While there are a number of technologies used to access the dark web, such as I2P and Freenet which have been gaining 
adoption, the most common by far remains the Tor network. With more than 350,000 daily users and over 50,000 active 
sites, Tor represents the largest single network of dark web sites online.

Ironically, despite it’s reputation as a crime underworld, Tor - dubbed “The Onion Router” - was originally created in 2002  
by the US Naval Research Laboratory as an anonymous communications tool for intelligence agencies and has since become 
the go to tool for both criminals, privacy researchers, academics, and law enforcement alike. The network is now maintained 
by the Tor Project, a non-profit 501c3 organization based in Massachusetts. While funding is provided by a number of 
foundations, corporations, and individuals, the vast majority of of the Tor Project’s funding continues to come from the  
US Government.

While famous for its use by illicit criminals,
there is nothing inherently illegal about the dark web,

it’s use or those who use it.
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How does Tor Work?
Tor works by randomly routing a user’s encrypted traffic through a series of connected volunteered systems, called relays, 
this ensures activity cannot be traced back to the end user. Tor users can then access special sites with .onion domains, 
which can only be accessed through Tor browsers.

As of September 2017, the Tor network is supported by nearly 7,000 volunteer systems across the globe. These systems 
serve as relays, by which data on the network is pinged across in order to scramble and obfuscate the origin of traffic on the 
network. To help explain how this works, let’s walk through what happens when a user attempts to access a .onion webpage 
using the Tor network.

How Tor Connects To the Dark Web

Firstly, .onion webpages work differently than traditional websites. Unlike .com or .edu, .onion is a special top-level domain 
designed specifically for accessing anonymous websites. While in practice, .onion addresses function similarly to traditional 
website addresses inside Tor enabled browsers you will quickly notice that most .onion addresses look different than 
traditional websites due to their use of 16-character alphanumeric identifier strings, such as http://3g2upl4pq6kufc4m.
onion/ rather than memorable names or phrases like amazon.com or yahoo.com. To prove this fact, try clicking on the link 
above in chrome or Firefox and you will notice that it does not work, this is because as mentioned above .onion sites can only
be accessed through a special Tor browser.

With more than 350,000 daily users and
over 50,000 sites Tor represents the largest single

network of dark web sites online.

.onion addresses look different than traditional websites  
due to their use of 16-character alphanumeric identifier strings.
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To access this and other links on the onion web, you will need to download the Tor browser from https://www.torproject.
org/projects/ torbrowser.html.en. The same is true if accessing sites on I2P (https://geti2p.net/en/) which uses a different 
technology to produce a similar result and hosts a different network of dark web sites. Regardless of which service you plan 
to use, downloading and installing the right software is an essential first step to accessing the dark web. For this report, our 
examples will focus exclusively on .onion sites available through the Tor network, but the process is similar for I2P and other
similar technologies.

Once the user has installed the Tor browser, a request is made by a user and the data being sent is broken into a number of 
encrypted packets. Additionally, at this time some header information that could be used to gain information on the sender, 
such as operating system, is automatically discarded by Tor before being encrypted itself and passed along.

Once the header wrapper and data payload have been encrypted, Tor then picks a random pathway - leveraging at least 
three relays to the destination server - and begins transmitting data. To get to your destination, data must first pass through 
multiple layers, which is why Tor is often called an onion network. 

Once a connection is established, Tor will use the same route for a short period of time before generating a new path to limit 
the ability for others to link previous online activity to current sessions. Due to the fact that information is being passed not 
just between the client and destination server, but numerous relays in-between, Tor connections are considerably slower 
than what you would expect to see using a standard connection.

While slow, it is this combination of multi-hop connections and encryption that make it possible for Tor to provide such a high 
level of anonymity online. You can think of this process as similar to the long meandering routes that mobsters use to shake 
the police off their trail in Hollywood movies.
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Dark Web Monitoring Information Types

Malware and Exploit Kits
Postings requesting or selling new exploits or malware aimed at your organization or your specific industry
This can be an early warning that an attacker is planning an attack and give hints as to what software or
access points they are targeting.

Credit Cards
Stolen credit cards is big business, with millions of accounts available for sale with some vendors offering a
moneyback guarantee for deactivated accounts. Items available range from basic track 1 and track 2 data to
professionally manufactured clone cards.

Login Credentials
Listings offering login credentials or other access information to your corporate systems or partner systems.

Files for Sale
Documents, designs or other documents from your organization or a partner organization for sale on the dark
web can signal a breach has occurred or expose sensitive information an attacker could use to blackmail
employees, execute a phishing campaign, or gain further direct access to sensitive information.

Scam Tools
Scam tools are turn-key packages that can be used to run phishing or other campaigns. Many different
types of scam tools are offered, for example: scam pages, which are “canned” phishing website that can be
used instantly for a phishing campaign, and many vendors will customize tools to match a buyer’s desire -
for example copying the look and feel of a major bank’s website.

Tutorials
Educational materials may not be at top of your list of dark web best sellers, but tutorials are big business
on the dark web. These how-to-guides to criminal behavior come in many forms and provide valuable
insight into the process and techniques being used by both amateur and professional hackers alike.

Insider Threat for Hire
A growing risk for enterprises posts from employees or partners offering to sell access or to steal information
is becoming increasingly common. Seeing these posts can alert you to the presence of a malicious insider
and pinpoint where in the organization they may sit.

Learning how to monitor the dark web effectively can enable you to identify attacks before they happen, track down 
insider threats, and know when your information or the information of key suppliers or partners has been compromised. 
Establishing this capability or ensuring your organization leverages the help of experts or services, such as IntSights’, who 
can provide it is becoming more and more essential as corporate systems become more vulnerable to credential theft and 
insider threats and use of third party SaaS providers opens up new sources of vulnerability.
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Tips for Getting Started with Dark Web Monitoring
Tor and other systems like it aim to provide secure and anonymous communication, but this does not make them safe. Here 
are a few tips and tricks we recommend you follow when first beginning to leverage the dark web for enterprise security risk 
monitoring:

1. Disable JavaScript, Flash and Java
This is a no brainer, but important as Tor can not protect you against active content and enabling these 
services can be leveraged by attackers to compromise your identity or access information on your machine.

2. Use a Virtual Machine
As information security professionals, you know the risks associated with online activity. Rather than 
exposing your system to these risks, we recommend you only access the dark web from within the security 
of a Linux virtual machine. This isolates your activity to the VM and helps reduce the risk of an attacker 
gaining persistence on a machine.

3. Know What You’re Looking For
The dark web is an expansive and potentially dangerous place. As security professionals, we highly 
recommend you clearly define the type of data and information you are looking for before venturing into the 
dark web. Above we’ve defined some of the types of information you may find on the dark web, but having a 
clear focus on the specific information you are seeking to monitor will make it easier for you to find what you 
are looking for and save you from visiting or discovering things you did not wish to uncover.

4. Avoid Dark Web Search Engines
While search engines do exist for the dark web the nature of the dark web means that much of the information you would be 
seeking is not going to be indexed or found on a search engine. In fact, researchers from MIT have estimated that 87% of dark 
web sites, never link to another site making them essentially impossible to index. Additionally, many of these services serve 
as honeypots for people looking to identify or track user activity on the dark web and then publishing that information online. 
It is for this reason that we never use dark web search engines at IntSights when conducting our research.

5. Instead Start with Indexes
Indexes are sites with links to various dark web sites, often organized by category. Similar to Reddit, these
are often community organized sites and many can be easily found via Google. Unlike search engines, these
tend to be more reliable and safer as you are not entering a query but rather simply copying links from a
repository. This is the most cost effective method to find website on the TOR network. One good Index to
start with is: https://thehiddenwiki.org/
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6. Create a Distinct Pseudonym Unique to the Dark Web
Tor can provide an anonymous doorway into the dark web but can’t protect you from what information or compromising 
decisions you make once there. One of the most common mistakes made by beginners is to use a pseudonym or other 
identifying information that is similar or connected to other online identities. If done poorly this information can be used by 
hackers to connect your dark web activity with other activity you have conducted online and ultimately be traced back to your 
identify or your organization.

7. Talk the Talk
Like any other community or neighborhood, the dark web has it’s own language that is used to describe things, conduct 
business and label people. Using the wrong language or not picking up on what people are saying can be a clear giveaway that 
you’re a dark web noob or make people suspicious or hesitant to share information. Before jumping into a forum or threat, 
take some time to make sure you understand the lingo and are ready to match the style of conversation used. To give you an 
example, below are some common terms used by Russian hackers in dark web forums.

8. Ask for Help
Finally, don’t be afraid to ask for help. Just as hackers share tactics and work together to gain an advantage, those of us on 
the defense must learn to do the same thing. The intelligence community, large corporations, and threat intelligence firms 
have spent years leveraging the dark web for threat intelligence. Professionals from these groups routinely share best 
practices on their blogs, at conferences and at local MeetUps. At IntSights, we routine publish best practices and information 
on the latest trends on our blog and encourage people to reach out with comments or questions.

Term Pronunciation Definition

Взлом  Vzlom To Hack

Взломщик Vzlomshik Hacker

Вбив Vbiv Carding

Залив Zaliv A money laundering method in which 
both the card owner and sender are 
criminally liable

Нал Nal Cash money

обнал/обналичка Obnal Illegal cash out

Безнал  Beznal No-Cash Payment

Акки Akki Accounts

Дедик Dedik Server

Прозвон Prozvon Authorization

Контора Kontora Marketplace

Бабки/Бабло Babki / Bablo Money

Транза Tranza Transaction

Локает Lokae Lock down

Карж Karj Stolen goods

Захолдит Zacholdit To put on hold

Ася Asya ICQ Messenger
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The Dark Web and Actionable Threat Intelligence
While some organizations have the internal capability to take full advantage of the intelligence benefits of the dark web, 
the reality is that many organizations do not have the time, resources or expertise to manually monitor the deep and dark 
web for early warnings of attacks against their applications, employees or networks. Even among those with the resources, 
they often still struggle to operationalize the intelligence they gather to inform and update security controls and perimeter 
defenses in a timely manner.

At IntSights, we are focused on helping organization realize the full value of the dark web. To this aim, we’ve developed 
an enterprise threat management platform that continuously monitors an enterprise’s’ external risk profile, analyzes 
and aggregates tens of thousands of threat sources, and automates the risk remediation lifecycle - converting data into 
actionable intelligence. We do this by continuously scraping the dark web, indexing the data we collect and analyzing it from 
the safety of our own environment to identify potential threats for our customers.

Our ground-breaking data-mining algorithms and unique machine learning capabilities continuously scan the clear, deep 
and dark web to deliver tailored, contextual insights about potential threats to your organization, employees, executives 
and board members, and seamlessly integrate with your existing security solutions to eliminate operational vulnerabilities, 
secure data, and protect resources.

Leveraging our deep network of information, the IntSights platform is uniquely able to monitors tens of thousands of sources 
across the clear, deep and dark web to deliver tailored threat intelligence specific to your brand, assets, and employees. 
Unlike IOCs or other purely machine readable intelligence, IntSights cuts through the clutter and provides the context 
necessary to monitor external human-driven risks.
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With our tailored intelligence ability, we can continuously monitor and analyze your 
organization’s domains, IP addresses, DLP indicators, mobile applications, social media 
pages, secret projects, technologies in use, BINs, VIP names and emails to identify and 
validate threats to your organization. We closely monitor hundreds of threat actors and 
actively investigate the latest campaigns, malware, and tactics and make all of this data 
available through a comprehensive library of known threat indicators, actors, and observed 
TTPs.

Using this data, IntSights can aggregate threat feeds and prioritizes IOCs andqualitative 
threat actor information in a single threat management platform for accelerated triage, 
response and remediation. We classify every IOC and threat data point based on context, 
severity, and relevance to develop a tailored risk score for your organization.

Armed with the “what”, our team can accurately categorize threats and alert you to potential 
attacks, data leakage, brand imitation and reputation, phishing attacks, external system 
vulnerabilities and VIP alerts. Using this data, only IntSights can automate remediation based 
on dark web threat intelligence to take down internal and external threats.

About IntSights
IntSights simplifies threat intelligence with the most comprehensive, flexible, and 
contextualized solutions on the market. The IntSights External Threat Protection (ETP) Suite 
monitors thousands of sources across the clear, deep, and dark web to identify threats that 
directly target an organization’s unique digital footprint. The ETP Suite enables security 
teams to rapidly operationalize intelligence by delivering information when and where they 
need it – all within an intuitive interface. Frictionless integration of our real time cyber threat 
intelligence with existing security infrastructure allows enterprises to maximize return on 
investment. IntSights has offices in Amsterdam, Boston, Dallas, New York, Singapore, Tel 
Aviv, and Tokyo. To learn more, visit: intsights.com or connect with us on LinkedIn, Twitter,  
and Facebook.

Visit: Intsights.com     Call: +1 (800) 532-4671 Email: info@intsights.com 11
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